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Introduction

In the span of a year, a government agency can and will be faced with numerous emergency events.
Each event varies in size, damage caused and overall impact on the community. While often these
events are unexpected, you can still prepare and plan for them with the use of a critical communication
system.

There are countless ways to be better prepared for emergencies with a communication system.
However, there are some best practices that need to be employed. Knowing the incidents you will face
is crucial — or at least the types of incidents. This will allow you to better manage them prior to the event
ever occurring. When key events are identified, the next step would be to train for them. You can do
this by creating and then conducting training drills. These drills should include all the necessary
communication involved in a particular situation. It is important to pay attention to detail as well:
notifications in each drill should always follow accurate message mapping.

Moreover, when preparing for incidents by conducting training drills, government municipalities,
agencies and departments need to ensure their data is relevant and of high quality. Data must also
include location-based information in order to send notifications to specific areas. They can do this by
gathering information directly from citizens and staff members, among other methods.

Conduct Training Drills

Regardless of the size or severity of events your municipality will face — the fact remains you will face
events every year. When preparing for any event it is vital to create and conduct training drills. While it
would be impossible to train for every kind of incident, it is important to at least test your team. When
preparing for drills, you must break a drill into three main parts — the before, during and after.

Before

Create scenarios that apply to your organization.

Depending where you are in the country or world, there are different events that can affect you. Itis
important to consider these events. This is especially true when you are in the process of creating drills
for your organization to run.

When considering events think about how they can affect you and your community. If you live on the
coast in Florida, you know at some point or another you will be faced with a hurricane — for you it is
important to plan and train for this type of event as it has a high impact and frequency. In another
community a severe snow storm may be more a more relevant event to train for and anticipate.
Additionally, consider events that might not be that frequent, but if not prepared for, could be
catastrophic and deadly — such as a terrorist situation.
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Create Incident Templates That Can Work With Your Training Drill Scenario

Once you have reached the point where you have decided these are the events that we need to plan for,
take the next step and create incident templates in your critical communication solution.

Incident templates are a key component for
training drills for a few reasons. One, it will
allow you to go through the entire
communication process within a notification All Incidents Incident Templates Information Vanables
system for a given event prior to it ever
happening. After completing the process, you
can simply save it for later — when the actual
event occurs. Depending on system
capabilities, you can even make edits on the IVE Extemal Outage
fly, making sure your team has the most up to
date and accurate information.

£3 New Incident

) New incident Template

Name ~

Why is it important to have an incident
template already in place and ready to go?
Having a template in place allows you to save a lot of time during the incident. This can help your team
share information quicker and work on resolving the event faster, not the communication aspect of it.
Additionally, during stressful situations people’s cognitive abilities decrease significantly — about four
grades. This could affect message quality and further enforces the need to create templates prior to
events.

Develop Message Maps to Ensure Message Quality

In order to ensure event success, crafting message maps can be crucial. Dr. Robert Chandler, an expert
in crisis communications and director of the Nicholson School of Communication at the University of
Central Florida, advises creating message maps that are “clear, concise messages created prior to a crisis
that simplify complex concepts and speed communication during chaos.” Chandler advises that these
message maps should be created in advance, so that organizations "have the time and resources to
explore all possible disaster scenarios and map out all messaging needs by audience and stage of crisis."

Follow these 10 steps to increase the success of your message maps.
1. Plan before the incident.

e Allows you to respond faster
e Reduces the chance of sending a misleading or even incorrect message
e Allows your legal team and senior management to pre-approve message templates
e Permits the translation of messages into other languages
e Decreases the anxiety levels of individuals responsible for sending the
notification.
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2. Follow Chandler’s 3-3-30 rule.

o No more than 3 message points
e Deliver 3 short sentences
e Keep the key content in the first 30 words

3. Keep it simple in a crisis.

e Reading comprehension during an emergency drops four grade levels
e Write messages at a fourth grade level

4. Craft your messages to match the stages of an event.

e Early stage
o The event is unfolding and not all the facts may be known.
o Provide the information you have
o Realize stress is high and the time may be short
o Beclear, precise, and specific.
e Mid-stage
o There is more information about the event and the desired actions by audience.
o Motivate the recipients to take the correct actions
o Usually includes actions and is directive based
e Resolution stage
o Theincident is over and the outcome is known.
o Provide the information to help everyone resume their lives
o Describe services or areas that will not return to normal operation

5. Choose your words and watch your tone.

e The response to your message can be affected by the words and tone you use. Think

about the reaction you want. Does your message help? Does it create urgency? Does it
cause panic?

6. Craft for the recipient.

e During an incident there may be several messages and actions needed

e (Create logical groupings of recipients based on qualities like function, role and/or geographical
location

e Determine which groups will get which messages

7. Test, Train, and Fix.
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8. Look at send and receive models. QB z06 =@ Q F . @943 AM

e The notification initiator sends a message < BackMissing Elderly Woman in Yo... Stop

e The receiver gets the message and sends a
confirmation or reply

e The notification initiator gets the confirmation or
reply and reacts to the feedback.

Notification Summary >

Confirmation status

9. Think about your mode of communication. M s confirmed 50.00%
. 8 Not Confirmed 50.00% 5

e Voice calls (mobile or landline)

. 0 Confirmed Late 0%
o Needs to convey its message in the first 9 Bl 0 Unreachable o
second
e Short Message Service (SMS) Confirmations by path
o Should be brief and to the point — no Il 3 £-mail Address 37 50%
longer than 120 characters 5 Mobile Member 62.50%
e Email B o Business Phone 0%
o Can use formatting to emphasize message W osvs 0%
points (if the user and mail server I o Fax 0%
permit it)
10. Remember that Message Mapping is a science. Updated: 2014-04-24 09:43
Rebroadcast O Send Follow Up

e Message mapping can seem fairly straightforward,
but considerable time and expertise — B
has gone into researching exactly how to structure
messages for recipient response in a
crisis.

o Take advantage of message mapping resources available to you, such as Dr. Chandler’s book,
Emergency Notification

Following these ten steps will increase the chance that a message is not only sent, but received and
understood. To learn more and get additional information for each step, please download our 10 Steps
for Message Mapping brief.

Leverage Better Data

Prior to ever creating a drill your municipality must understand notification systems need to have good
data to be effective — this is even more accurate when notifications are meant to be location-based. The
quality needs to be especially high if the scenario calls for extreme precision. To acquire that precision,
state and local governments need to be diligent with their collection processes.

There are numerous ways of importing data into a system — not all can be effective for these types of
notifications. Traditional methods include importing white and yellow pages, providing names, land line
numbers and addresses. While it isn’t a bad thing to have this information, clearly it lacks the many
other contact paths available, like cell phones and email. Other options that can

give a wider range of paths include employee lists for government agencies, utility

customer lists and cell carrier lists that provide cell information for residents. LETA g , i

Larimer Emergency Telephone Authority
Special thanks to Kimberly Culp,
Executive Director and Val Turner,
Operations Manager for the Larimer
Emergency Telephone Authority for the

concept, design and sample templates.


http://go.everbridge.com/Top10TipsMessageMapping-web.html
http://go.everbridge.com/Top10TipsMessageMapping-web.html

In addition, most notification systems today include a self-registration site or opt-in portal. It is key to
properly take advantage of this tool. From these sites residents can input all of their information,
including name, number, address and much more. Moreover, if mapping tools are available, citizens can
use a pin drop to locate their actual address, rather than relying solely on where it’s defaulted on a map.
Having this option provides state and local government agencies with more up-to-date information by
leveraging the citizen as the source, which saves time and increases the accuracy of the data. Because
the information is of higher quality, these agencies have a better chance of reaching citizens during
events and making sure events have more successful resolutions.

During
Run Through the Scenarios

Once you have done all you drill preparation, the next logical step is to actually conduct the drill. This is
necessary because people are creatures of habit. As the saying goes “practice makes perfect”. You
cannot expect your organization to perform the way you need them to without ever walking through
the drills.

Leverage Pre-created Incident Templates

During your training drills, don’t forget all the work you put in during the preparation stages. Depending
on the scenario you are practicing, utilize the appropriate incident templates. This can help you see how
useful they were and ensure their quality. Any necessary changes can be made now, instead of during
an actual event.

Use Live-Reporting

When conducting drills, you will want to see
how your organization is performing. You
can do this by using live-reporting
functionality within your notification
system. This is vital because it can reveal
who got your messages and who didn’t.
Moreover, you can see the responses of
your recipients and the rate at which they
are receiving and sending messages.

Having this information from your reporting
tool can help improve your performance as
well. During the incident if you can see a
specific group, individual, or devices are not
receiving or confirming messages, you can
retarget them and send additional messages through various different contact
paths. Also, if new developments occurs, you can make edits on the fly, ensuring
your team is aware and increase the chances the event has a successful resolution.

LETA 911

Larimer Emergency Telephone Authority
Special thanks to Kimberly Culp,
Executive Director and Val Turner,
Operations Manager for the Larimer
Emergency Telephone Authority for the

concept, design and sample templates.


http://www.everbridge.com/products/it-alerting/

After

What Happened During the Event

After you have conducted your training drill, there is still some work to be done. It isimportant to take a
step back and see what the impact of the event was. What happened during the drill? Who was
affected? In addition to this, you will want to see how your team performed.

Look at Post-event Reporting and Make Changes Where Needed

To gain insight into your organizations performance, you need to look at post-event reports. Depending
on your vendor, you can get these from your notification system (including live-reporting help).

Once you have analyzed your reports, this allows you to make logical decisions on your preparation and
drills. If specific groups didn’t meet your standards, you can find out why and address those issues.
Additionally, for those in your organization who missed or didn’t receive messages, you can see if their
data was bad and reach out to them directly to make updates and/or corrections.

Key Recommendations:

In a perfect world, we wouldn’t be faced with any emergency events, ever. However, this is not the case
and you need to ensure your organization is ready — no matter what. To be ready, you need to create
and implement training drills. These drills will help prepare your organization through practice and
uncover any areas in need of improvement. It can also help you understand the impact if anything in
your process goes wrong. Furthermore, for unexpected events your organization will have the tools and
skills to be able to react appropriately, ensuring that citizens, employees and any other stakeholders are
safe.

Download Sample Drills Here
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Everbridge provides a unified critical communication suite that helps clients be better prepared, make
better decisions, and respond quickly and confidently during disruptive events. When an incident
happens, whether it’s a natural disaster or an IT service outage, we automate communications to ensure
that the right messages get to the right people at the right time.

Widely recognized by analysts as the market leader, Everbridge solutions are trusted by clients in all
major industries and government sectors to connect with over 50 million people around the world.

THE ONLY END-TO-END PLATFORM

Planning: Everbridge is easy to set up, maintain, and organize, meaning that you’re always ready
for a quick, coordinated response. Everbridge ensures that the right messages get to the right
people - with the most advanced opt-in portal on the market, streamlined integration with
internal and external data sources, and simple group and contact management.

Assessment: When trouble strikes, you need rich insight, presented simply - so you can quickly
assess potential impact and make an informed decision to avoid loss. Everbridge offers the only
solution on the market that meets these demanding requirements, with the most advanced
interactive dashboard in the industry.

Response: In critical situations, ease-of-use can mean the difference between an effective
response and a mistake that carries serious consequences. Everbridge is engineered to be simple
to use under pressure, with a user interface that accelerates time-to-message and reduces the
likelihood of errors.

Delivery: Even during large-scale disruptions, Everbridge stays on. The most advanced platform
in the industry ensures that you reach your contacts - every time. And with worldwide coverage
and capabilities, including globally local calling infrastructure and data storage, we’re ready to
support you wherever your people are in the world.

Visit www.everbridge.com to learn more.
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